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Abstract

In the present, the majority of the population uses computer technology
increasingly causing communication to be faster and efficient especially communication
through electronic mails. These electronic mails or e-mails may cause dispute between
the producers and consumers which would be difficult to gather these information for
investigation. Investigating these electronic information are troublesome because these
informations are complicated and it may need help from a specialist. This specialists
would need to retrieve information that is hidden or erased to be in its original form.

This research objective is for educational purpose. Investigating evidence using
computer forensic, which is the investigation of electronic information. It also gives a
study on the laws of United States of America and England. Include UNCITRAL Model
Law On Electronic Commerce 1996 uaz UNCITRAL Model Law On Electronic
Signatures 2001.
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General Definitions relating to digital evidence

Digital Evidence

Information stored or transmitted in binary form that may be relied upon in court.

Original Digital Evidence

Physical items and those data objects, which are associated with those items at the

time of seizure.

Duplicate Digital Evidence

A duplicate is an accurate digital reproduction of all data objects contained on the

original physical item.

Copy

A copy is an accurate reproduction of information contained in the data objects
independent of the original physical item.
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“Noting that an increasing number of transactions in international trade are carried out by
means of electronic data interchange and other means of communication, commonly referred to as
“electronic commerce”, which involve the use of alternatives to paper-based methods of
communication and storage of information, “Convinced that the establishment of a model law
facilitating the use of electronic commerce that is acceptable to States with different legal, social
and economic systems, could contribute significantly to the development of harmonious economic

relations,”
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s Article 5. Legal recognition of data messages
“Information shall not be denied legal effect, validity or enforceability solely on the grounds that it
is in the form of a data message.”
" Article 3 (a) “Data message” means information generated, sent, received or stored by
electronic, optical or similar means including, but not limited to, electronic data interchange (EDI) ,
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# «Article 7 Signature

(1) Where the law requires a signature of a person,that requirement is in relation to a data mes
sage if :
(a) a method is used to identify that person and to indicate that person approval of the
information contained in the data message; and
(b) that method is as reliable as was appropriate for the purpose which the data message
was generated of communicated, in the light of all the circumstances, including any
relevant agreement.
(2) Paragraph (1) applies whether the requirement therein is in form an obligation of whether
the law simply provides consequences for the absence of a signature.

(3) The provisions of this article do not apply to the following : (...)
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2.

Winthi NaftlasanduTsuUMTINIARLULBRNYUNAT (asymmetric  cryptosystem %38

asymmetric cryptography) @9azldnanea'ly

# Article 2: “In this Act, unless the context otherwise requires — “Electronic signature” means any
letters, characters, numbers or other symbols in digital form attached to or logically associated with
an electronic record, and executed or adopted with intention of authenticating or approving the

electronic record.”

% |7 The Digital Signature Act VoINATYYIY Uszinaanizaiuing; The Digital Signature Act
284132nANAELA; The Digital Signature Act 284uszinaaniaide; The Digital Signature Act 189
dszinenpasdiu (@sdsngidu Article  3(8ulsznaudlnuntymd 16 11937) 184 Information  and

Communication Services Act 1997
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*" Rule 803 Hearsay Exception: Availability of Declarant Immaterial
The following are not excluded by the hearsay rule, even though the declarant is available as a
witness:
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/Il Factorial takes an integer as an returns

/I the factorial of the input

// This routine does not deal with negative valuest
Int Factorial (int Input)

{

Int Counter;

Int Fact;

Fact = 1; // Initializes Fact to 1 since factorial 0
is1

For (Counter=Input; Counter>1,
Counter=Counter-1

{
¥

Return Fact;

Fact = Fact*Counter;

{ & [l
gﬂmwﬁL&J%mumaafﬂmn‘mmm C++
A v & & @ \ A A &
NnUN A o LRAIFIARDITHERAIEINNT unlaan1E7 C++ lagldsunsuwnas
P \ [ & < A A v o v Ad A o A
FOIAUNLANAIINY LUTUATNNATNIFAIA LD BN D [ATIN I weNURIN AR aun WA NNT
o A & A . A Aa A \ A a do o A
fMuunIadiamaasunnnasua (Factorial (n)) AUndaz@swn n! nanlfe &R

i awnuwin AL AaNaLIATawN

Int f(intx) {
Inta,y=1,
If (Ix) return 1; else return x*f(x-1); }

1 g; a o s g; { 1 &
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% ' d = ' [ .
Tywidsanuuanadisanldsunsuivasandudoisondt aanaify (Algorithm)” Lazd
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ADNNADS

Author Authorship

Characterization

Discrimination

(Plagiarism)

Software

Forensics

Author

Author

Intent Analysis Identification
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WNWAIN o
ELECTRONIC EVIDENCE MODEL LAW

AN ACT to make provision for the legal recognition of electronic records and
to facilitate the admission of such records into evidence in legal proceedings.
BE IT ENACTED by the Parliament [name of legislature] of ......... [name of

country] as follows:

Short Title 1. This Act may be cited as the Electronic Evidence Act, 2002
Interpretation 2. In this Act,

“‘data” means representations, in any form, of information or concepts;

“electronic record” means data that is recorded or stored on any medium

in or by a computer system or other similar device and that can be read

or perceived by a person or a computer system or other similar device. It
includes a display, print out or other output of that data.

“electronic records system” includes the computer system or other

similar device by or in which data is recorded or stored, and any

procedures related to the recording and preservation of electronic
records.

“‘legal proceeding” means a civil, criminal or administrative proceeding in

a court or before a tribunal, board or commission.

General Admissibility

3. Nothing in the rules of evidence shall apply to deny the admissibility of

an electronic record in evidence on the sole ground that it is an

electronic record.

4. (1) This Act does not modify any common law or statutory rule relating
to the admissibility or records, except the rules relating to
authentication and best evidence.

Scope of Act (2) A court may have regard to evidence adduced under this Act in
applying any common law or statutory rule relating to the

admissibility of records.
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Authentication 5. The person seeking to introduce an electronic record in any legal
proceeding has the burden of proving its authenticity by evidence
capable of supporting a finding that the electronic record is what the
person claims it to be.

Application of Best Evidence Rule

6. (1) In any legal proceeding, subject to subsection (b), where the best
evidence rule is applicable in respect of electronic record, the rule is
satisfied on proof of the integrity of the electronic records system in or
by which the data was recorded or stored.

(2) In any legal proceeding, where an electronic record in the form of
printout has been manifestly or consistently acted on, relied upon, or
used as the record of the information recorded or stored on the
printout, the printout is the record for the purposes of the best
evidence rule.

Presumption of Integrity

7. In the absence of evidence to the contrary, the integrity of the
electronic records system in which an electronic record is recorded or
stored is presumed in any legal proceeding:

(a) where evidence is adduced that supports a finding that at all
material times the computer system or other similar device
was operating properly, or if not, that in any respect in which it
was not operating properly or out of operation, the integrity of
the record was not affected by such circumstances, and there
are no other reasonable grounds to doubt the integrity of the
record.

(b) where it is established that the electronic record was recorded
or stored by a party to the proceedings who is adverse in
interest to the party seeking to introduce it; or

(c) where it is established that the electronic record was recorded
or stored in the usual and ordinary course of business by a
person who is not a party to the proceedings and who did not
record or store it under the control of the party seeking to

introduce the record.
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Standards 8. For the purpose of determining under any rule of law whether an
electronic record is admissible, evidence may be presented in respect
of any standard, procedure, usage or practice on how electronic
records are to be recorded or preserved, having regard to the type of
business or endeavour that used, recorded or preserved the electronic
record and the nature and purpose of the electronic record.

Proof by Affidavit

9. The matters referred to in sections 6, 7, and 8 may be established by
an affidavit given to the best of the deponent’s knowledge or belief.

Cross Examination

10. (1) A deponent of an affidavit referred to in section 9 that has been
introduced in evidence may be cross-examined as of right by a party
to the proceedings who is adverse in interest to the party who has
introduced the affidavit or has caused the affidavit to be introduced.

(2) Any party to the proceedings may, with leave of the court,cross

examine a person referred to in subsection 7(c).

Agreement on Admissibility of Electronic Records

11. (1) Unless otherwise provided in any other statute, an electronic
record is admissible, subject to the discretion of the court, if the
parties to the proceedings have expressly agreed at any time that its
admissibility may not be disputed.

(2) Notwithstanding subsection (1), an agreement between the
parties on admissibility of an electronic record does not render the
record admissible in a criminal proceeding on behalf of the prosecution
if at the time the agreement was made, the accused person or any of
the persons accused in the proceeding was not represented by a

solicitor.
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Admissibility of Electronic Signature
12. (1) Where a rule of evidence requires a signature, or provides for

certain consequences if a document is not signed, an electronic
signature satisfies that rule of law or avoids those consequences.

(2) An electronic signature may be proved in any manner, including
bys howing that a procedure existed by which it is necessary for a
person, in order to proceed further with a transaction, to have
executed a symbol or security procedure for the purpose of verifying

that an electronic record is that of the person.
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HWHIN T
UNCITRAL Model Law on Electronic Commerce 1996
Part one. Electronic commerce in general
CHAPTER I. GENERAL PROVISIONS
Article 1. Sphere of application*

This Law** applies to any kind of information in the form of a data
message used in the context*™* of commercial**** activities.

*The Commission suggests the following text for States that might wish to limit
the
applicability of this Law to international data messages:

“This Law applies to a data message as defined in paragraph (1) of article 2
where the data message relates to international commerce.”

**This Law does not override any rule of law intended for the protection of
consumers.

***The Commission suggests the following text for States that might wish to
extend
the applicability of this Law:

“This Law applies to any kind of information in the form of a data message,
except in the following situations: [...].”

****The term “commercial” should be given a wide interpretation so as to cover
matters arising from all relationships of a commercial nature, whether contractual or not.
Relationships of a commercial nature include, but are not limited to, the following
transactions: any trade transaction for the supply or exchange of goods or services;
distribution agreement; commercial representation or agency; factoring; leasing;
construction of works; consulting; engineering; licensing; investment; financing; banking;
insurance; exploitation agreement or concession; joint venture and other forms of
industrial or business cooperation; carriage of goods or passengers by air, sea, rail or

road.
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Article 2. Definitions

For the purposes of this Law:

(a) “Data message” means information generated, sent, received or stored by
electronic, optical or similar means including, but not limited to, electronic data
interchange (EDI), electronic mail, telegram, telex or telecopy;

(b) “Electronic data interchange (EDI)” means the electronic transfer from
computer to computer of information using an agreed standard to structure the
information;

(c) “Originator” of a data message means a person by whom, or on whose
behalf, the data message purports to have been sent or generated prior to storage, if
any, but it does not include a person acting as an intermediary with respect to that data
message;

(d) “Addressee” of a data message means a person who is intended by the
originator to receive the data message, but does not include a person acting as an
intermediary with respect to that data message;

(e) “Intermediary”, with respect to a particular data message, means a person
who, on behalf of another person, sends, receives or stores that data message or
provides other services with respect to that data message;

(f) “Information system” means a system for generating, sending, receiving,
storing or otherwise processing data messages.

Article 3. Interpretation

(1) In the interpretation of this Law, regard is to be had to its international origin and to
the need to promote uniformity in its application and the observance of good faith.
(2) Questions concerning matters governed by this Law which are not expressly settled
in it are to be settled in conformity with the general principles on which this Law is
based.

Article 4. Variation by agreement
(1) As between parties involved in generating, sending, receiving,storing or otherwise
processing data messages, and except as otherwise provided, the provisions of chapter
Il may be varied by agreement.
(2)Paragraph (1) does not affect any right that may exist to modify by agreement any

rule of law referred to in chapter II.
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CHAPTER Il. APPLICATION OF LEGAL REQUIREMENTS TO DATA MESSAGES
Article 5. Legal recognition of data messages
Information shall not be denied legal effect, validity or enforceability
solely on the grounds that it is in the form of a data message.
Article 5 bis. Incorporation by reference
(as adopted by the Commission at its thirty-first session, in June 1998)
Information shall not be denied legal effect, validity or enforceability solely on the
grounds that it is not contained in the data message purporting to give rise to such legal

effect, but is merely referred to in that data message.

Article 6. Writing
(1) Where the law requires information to be in writing, that requirement is met by a
data message if the information contained therein is accessible so as to be usable for
subsequent reference.
(2) Paragraph (1) applies whether the requirement therein is in the form of an obligation
or whether the law simply provides consequences for the information not being in
writing.
(3) The provisions of this article do not apply to the following: [...].
Article 7. Signature

(1) Where the law requires a signature of a person, that requirement
is met in relation to a data message if:

(a) a method is used to identify that person and to indicate that person’s
approval of the information contained in the data message; and

(b) that method is as reliable as was appropriate for the purpose for which the
data message was generated or communicated, in the light of all the circumstances,
including any relevant agreement.
(2) Paragraph (1) applies whether the requirement therein is in the form of an obligation
or whether the law simply provides consequences for the absence of a signature.

(3) The provisions of this article do not apply to the following: [...].

Article 8. Original
(1) Where the law requires information to be presented or retained in its original form,

that requirement is met by a data message if:
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(a) there exists a reliable assurance as to the integrity of the information from
the time when it was first generated in its final form, as a data message or otherwise;
and

(b) where it is required that information be presented, that information is capable
of being displayed to the person to whom it is to be presented.

(2) Paragraph (1) applies whether the requirement therein is in the form of an obligation
or whether the law simply provides consequences for the information not being
presented or retained in its original form.

(3) For the purposes of subparagraph (a) of paragraph (1):

(a) the criteria for assessing integrity shall be whether the information has
remained complete and unaltered, apart from the addition of any endorsement and any
change which arises in the normal course of communication, storage and display; and

(b) the standard of reliability required shall be assessed in the light of the
purpose for which the information was generated and in the light of all the relevant
circumstances.

(4) The provisions of this article do not apply to the following: [...].

Article 9. Admissibility and evidential weight of data messages

(1) In any legal proceedings, nothing in the application of the rules of evidence shall
apply so as to deny the admissibility of a data message in evidence:

(a) on the sole ground that it is a data message; or,

(b) if it is the best evidence that the person adducing it could reasonably be
expected to obtain, on the grounds that it is not in its original form.
(2) Information in the form of a data message shall be given due evidential weight. In
assessing the evidential weight of a data message, regard shall be had to the reliability
of the manner in which the data message was generated, stored or communicated, to
the reliability of the manner in which the integrity of the information was maintained, to

the manner in which its originator was identified, and to any other relevant factor.

Article 10. Retention of data messages
(1) Where the law requires that certain documents, records or information be
retained,that requirement is met by retaining data messages, provided that the following

conditions are satisfied:
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(a) the information contained therein is accessible so as to be usable for
subsequent reference; and

(b) the data message is retained in the format in which it was generated, sent or
received, or in a format which can be demonstrated to represent accurately the
information generated, sent or received; and

(c) such information, if any, is retained as enables the identification of the origin
and destination of a data message and the date and time when it was sent or received.
(2) An obligation to retain documents, records or information in accordance with
paragraph (1) does not extend to any information the sole purpose of which is to enable
the message to be sent or received.
(3) A person may satisfy the requirement referred to in paragraph (1) by using the
services of any other person, provided that the conditions set forth in subparagraphs (a),

(b) and (c) of paragraph (1) are met.

CHAPTER IlIl. COMMUNICATION OF DATA MESSAGES
Article 11. Formation and validity of contracts
(1) In the context of contract formation, unless otherwise agreed by the parties, an offer
and the acceptance of an offer may be expressed by means of data messages. Where
a data message is used in the formation of a contract, that contract shall not be denied
validity or enforceability on the sole ground that a data message was used for that
purpose.
(2) The provisions of this article do not apply to the following: [...].
Article 12. Recognition by parties of data messages
(1) As between the originator and the addressee of a data message, a declaration of
will or other statement shall not be denied legal effect, validity or enforceability solely on
the grounds that it is in the form of a data message.

(2) The provisions of this article do not apply to the following: [...].

Article 13. Attribution of data messages
(1) A data message is that of the originator if it was sent by the originator itself.
(2) As between the originator and the addressee, a data message is deemed to be that

of the originator if it was sent:
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(a) by a person who had the authority to act on behalf of the originator in
respect of that data message; or

(b) by an information system programmed by, or on behalf of, the originator to
operate automatically.

(3) As between the originator and the addressee, an addressee is entitled to regard a
data message as being that of the originator, and to act on that assumption, if:

(a) in order to ascertain whether the data message was that of the originator,
the addressee properly applied a procedure previously agreed to by the originator for
that purpose; or

(b) the data message as received by the addressee resulted from the actions of
a person whose relationship with the originator or with any agent of the originator
enabled that person to gain access to a method used by the originator to identify data
messages as its own.

(4) Paragraph (3) does not apply:

(a) as of the time when the addressee has both received notice from the
originator that the data message is not that of the originator, and had reasonable time to
act accordingly; or

(b) in a case within paragraph (3) (b), at any time when the addressee knew or
should have known, had it exercised reasonable care or used any agreed procedure,
that the data message was not that of the originator.

(5) Where a data message is that of the originator or is deemed to be that of the
originator, or the addressee is entitled to act on that assumption, then, as between the
originator and the addressee, the addressee is entitled to regard the data message as
received as being what the originator intended to send, and to act on that assumption.
The addressee is not so entitled when it knew or should have known, had it exercised
reasonable care or used any agreed procedure, that the transmission resulted in any

error in the data message as received.

(6) The addressee is entitled to regard each data message received as a separate data
message and to act on that assumption, except to the extent that it duplicates another
data message and the addressee knew or should have known, had it exercised

reasonable care or used any agreed procedure, that the data message was a duplicate.
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Article 14. Acknowledgement of receipt

(1) Paragraphs (2) to (4) of this article apply where, on or before sending a data
message, or by means of that data message, the originator has requested or has
agreed with the addressee that receipt of the data message be acknowledged.
(2) Where the originator has not agreed with the addressee that the acknowledgement
be given in a particular form or by a particular method, an acknowledgement may be
given by

(a) any communication by the addressee, automated or otherwise,or

(b) any conduct of the addressee sufficient to indicate to the originator that the
data message has been received.
(3) Where the originator has stated that the data message is conditional on receipt of
the acknowledgement, the data message is treated as though it has never been sent,
until the acknowledgement is received.
(4) Where the originator has not stated that the data message is conditional on receipt
of the acknowledgement, and the acknowledgement has not been received by the
originator within the time specified or agreed or, if no time has been specified or agreed,
within a reasonable time, the originator:
(a) may give notice to the addressee stating that no acknowledgement has been
received and specifying a reasonable time by which the acknowledgement must be
received; and
(b) if the acknowledgement is not received within the time specified in subparagraph (a),
may, upon notice to the addressee, treat the data message as though it had never been
sent, or exercise any other rights it may have.
(5) Where the originator receives the addressee’s acknowledgement of receipt, it is
presumed that the related data message was received by the addressee. That
presumption does not imply that the data message corresponds to the message
received.
(6) Where the received acknowledgement states that the related data message met
technical requirements, either agreed upon or set forth in applicable standards, it is
presumed that those requirements have been met.
(7) Except in so far as it relates to the sending or receipt of the data message, this
article is not intended to deal with the legal consequences that may flow either from that

data message or from the acknowledgement of its receipt.
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Article 15. Time and place of dispatch and receipt of data messages
(1) Unless otherwise agreed between the originator and the addressee, the dispatch of
a data message occurs when it enters an information system outside the control of the
originator or of the person who sent the data message on behalf of the originator.
(2) Unless otherwise agreed between the originator and the addressee, the time of
receipt of a data message is determined as follows:

(a) if the addressee has designated an information system for the purpose of
receiving data messages, receipt occurs:

(i) at the time when the data message enters the designated information
system; or

(i) if the data message is sent to an information system of the addressee
that is not the designated information system, at the time when the
data message is retrieved by the addressee;

(b) if the addressee has not designated an information system, receipt occurs
when the data message enters an information system of the addressee.

(3) Paragraph (2) applies notwithstanding that the place where the information system is
located may be different from the place where the data message is deemed to be
received under paragraph (4).

(4) Unless otherwise agreed between the originator and the addressee, a data message
is deemed to be dispatched at the place where the originator has its place of business,
and is deemed to be received at the place where the addressee has its place of
business. For the purposes of this paragraph:

(a) if the originator or the addressee has more than one place of business, the
place of business is that which has the closest relationship to the underlying transaction
or, where there is no underlying transaction, the principal place of business;

(b) if the originator or the addressee does not have a place of business,
reference is to be made to its habitual residence.

(5) The provisions of this article do not apply to the following: [...].
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Part two. Electronic commerce in specific areas
CHAPTER I. CARRIAGE OF GOODS
Article 16. Actions related to contracts of carriage of goods
Without derogating from the provisions of part one of this Law, this chapter
applies to any action in connection with, or in pursuance of, a contract of carriage of
goods, including but not limited to:
(a) (i) furnishing the marks, number, quantity or weight
of goods;
(ii) stating or declaring the nature or value of goods;
(iii) issuing a receipt for goods;
(iv) confirming that goods have been loaded;
(b) (i) notifying a person of terms and conditions of the contract;
(i) giving instructions to a carrier;
(i) claiming delivery of goods;
(i) authorizing release of goods;
(iii) giving notice of loss of, or damage to, goods;
(d) giving any other notice or statement in connection with the performance of
the contract;
(e) undertaking to deliver goods to a named person or a person authorized to
claim delivery;
(f) granting, acquiring, renouncing, surrendering, transferring or negotiating rights
in goods;

(g) acquiring or transferring rights and obligations under the contract.

Article 17. Transport documents

(1) Subject to paragraph (3), where the law requires that any action referred to in article
16 be carried out in writing or by using a paper document, that requirement is met if the
action is carried out by using one or more data messages.

(2) Paragraph (1) applies whether the requirement therein is in the form of an obligation
or whether the law simply provides consequences for failing either to carry out the
action in writing or to use a paper document.

(3) If a right is to be granted to, or an obligation is to be acquired by, one person and

no other person, and if the law requires that, in order to effect this, the right or obligation
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must be conveyed to that person by the transfer, or use of, a paper document, that
requirement is met if the right or obligation is conveyed by using one or more data
messages, provided that a reliable method is used to render such data message or
messages unique.

(4) For the purposes of paragraph (3), the standard of reliability required shall be
assessed in the light of the purpose for which the right or obligation was conveyed and
in the light of all the circumstances, including any relevant agreement.

(5) Where one or more data messages are used to effect any action in subparagraphs
(f) and (g) of article 16, no paper document used to effect any such action is valid
unless the use of data messages has been terminated and replaced by the use of paper
documents. A paper document issued in these circumstances shall contain a statement
of such termination. The replacement of data messages by paper documents shall not
affect the rights or obligations of the parties involved.

(6) If a rule of law is compulsorily applicable to a contract of carriage of goods which is
in, or is evidenced by, a paper document, that rule shall not be inapplicable to such a
contract of carriage of goods which is evidenced by one or more data messages by
reason of the fact that the contract is evidenced by such data message or messages
instead of by a paper document.

(7) The provisions of this article do not apply to the following: [...]
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