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Abstract

The Internet is a worldwide, publicly accessible series of interconnected computer
networks that can bring about both positive and negative effects. Regarding the
concealed aspect of the Internet, there is a high tendency of cyber crimes to take place in
accordance with rapid advancement of technology. Cyberstalking has become the most
recent criminal threat which has gigantic difference comparing to those common
menaces. According to the study of the U.S. Cyber Crime Law, it indicates that states
and cities in the country rely on the similar basis of violation ranging from sending and
receiving information on electronic communications, generating hazardous threats or
menaces, having an intention to torture over one’s life and treasury. Admittedly, each
state has different levels of prosecution. In some states, the first violation of conducting
the Internet threats is quite moderate while harsh punishment will come into action for the
next illegal uses. Moreover, some states have no certain Cyber Crime Law, particularly
the Stalking Law, for prosecuting those violators.

Thailand has legislated section 326, 328, and 392 in the penal code to penalize
cyber terrorists, but still the punishment is weak. However, Thailand Cyber Crime Law
B.E. 2550 and Personal Data Protection Law reportedly have higher level of punishment
but they are not identified to completely relate to the violation of the Internet threats. It is
therefore significant to study an overall aspect of the Internet threats in order to legislate

the proper Internet Law for the country.
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Law Enforcement and Industry, A Report from the Attorney General to the Vice President .
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* Naomi H. Goodno, “Cyberstalking, a New Crime: Evaluating the Effectiveness of

Current State and Federal Laws,” The Berkeley Electronic Press ,(2006) : 1- 62.
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“ “Whoever transmits in interstate or foreign commerce any communication
containing any threat to kidnap any person or any threat to injure the person of
another, shall be fined under this title or imprisoned not more than five year, or both”

2 2auwn Arnsaualasu, “MIanusianuunduaasifiaCyberstalking)iunnufa

M lERIgaIIMUAERTE AN, 1IN MM INuBEmaasuazFInumaas 13,

(NWeN8% —5UINAN 2548) : 51-65.

43 “(a) Prohibited acts generally Whoever - (1) in interstate or foreign
communications —(c) makes a telephone call or utilizes a telecommunications device ,
whether or not conversation ensues , without disclosing his identify and with intent to
annoy , abuse , threaten , or harass any person at the call nhumber or who receives the
communications ;shall be fined under title 18 or imprisoned not more than two years,
or both.
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® Rose Hunter, Cyberstalking, Law and the Internet. Internet. http//gsu.edu/lawand/

papers/fa01/hunter/.

46 “Whoever, using the mail or any facility or means of interstate or foreign
commerce , or within the special maritime and territorial jurisdiction of the United State ,
knowingly initiates the transmission of the name . address , telephone number ,social
security number ,or electronic mail address of another individual , knowing that such
other individual has not attained the age of 16 years, with the intent to entice ,
encourage, offer ,or solicit any person to engage in any sexual activity for which any
person can be charged with a criminal offense, or attempts to do so, shall be fined
under this title , imprisoned not more than five years, or both.”
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“ MISS.CODE.ANN.S. 97-45-15 (1) It is unlawful for a person to:
(a) Use in electronic mail or electronic communication any words or language threatening to
inflict bodily harm to any person or to that person's child, sibling, spouse or dependent, or
physical injury to the property of any person, or for the purpose of extorting money or other
things of value from any person.
(b) Electronically mail or electronically communicate to another repeatedly, whether or not
conversation ensues, for the purpose of threatening, terrifying or harassing any person.
(c) Electronically mail or electronically communicate to another and to knowingly make any false
statement concerning death, injury, iliness, disfigurement, indecent conduct, or criminal conduct
of the person electronically mailed or of any member of the person's family or household with
the intent to threaten, terrify or harass.
(d) Knowingly permit an electronic communication device under the person's control to be used

for any purpose prohibited by this section.
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% LA. REV. STAT. ANN. S. 40.3 A. For the purposes of this Section, the following
words shall have the following meanings:
(2) "Electronic mail" means the transmission of information or communication by the use of the
Internet, a computer, a facsimile machine, a pager, a cellular telephone, a video recorder, or
other electronic means sent to a person identified by a unique address or address number and
received by that person.

o LA. REV. STAT. ANN. S. 40.3 A. For the purposes of this Section, the following
words shall have the following meanings:
(1) "Electronic communication" means any transfer of signs, signals, writing, images, sounds,
data, or intelligence of any nature, transmitted in whole or in part by wire, radio, computer,
electromagnetic, photoelectric, or photo-optical system.

°2 WASH.REV.CODE.ANN. RCW 9.61.260 (5) For purposes of this section, "electronic
communication" means the transmission of information by wire, radio, optical cable,
electromagnetic, or other similar means. "Electronic communication" includes, but is not limited
to, electronic mail, internet-based communications, pager service, and electronic text

messaging.
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% 720 ILCS 5/12-7.5. (b) As used in this Section:

"Harass" means to engage in a knowing and willful course of conduct directed at a specific
person that alarms, torments, or terrorizes that person.

"Electronic communication" means any transfer of signs, signals, writings, sounds, data, or
intelligence of any nature transmitted in whole or in part by a wire, radio, electronmagnetic,
photoelectric, or photo-optical system. "Electronic communication" includes transmissions by a
computer through the Internet to another computer.

** WASH.REV.CODE.ANN. RCW 9.61.260 (1) (a) Using any lewd, lascivious,
indecent, or obscene words, images, or language, or suggesting the commission of any lewd or
lascivious act;

*® WASH.REV.CODE.ANN. RCW 9.61.260 (1) (b) Anonymously or repeatedly
whether or not conversation occurs; or

*RI. GEN. LAW S. 11-52-4.2 (@) .ceevvviiiiiiiiieeee, "Course of conduct" means a
pattern of conduct composed of a series of acts over a period of time, evidencing a continuity of

purpose.
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*" 720 ILCS 5/12-7.5. (b) As used in this Section:
"Harass" means to engage in a knowing and willful course of conduct directed at a specific

person that alarms, torments, or terrorizes that person.
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% MISS.CODE.ANN.S. 97-45-15 (1) It is unlawful for a person to:

(a) Use in electronic mail or electronic communication any words or language threatening to
inflict bodily harm to any person or to that person's child, sibling, spouse or dependent, or
physical injury to the property of any person, or for the purpose of extorting money or other
things of value from any person.

* MISS.CODE.ANN.S. 97-45-15 (3) This section does not apply to any peaceable,
nonviolent, or nonthreatening activity intended to express political views or to provide lawful
information to others. This section shall not be construed to impair any constitutionally protected
activity, including speech, protest or assembly.

* LA. REV. STAT. ANN. S. 40.3 E. This Section does not apply to any peaceable,
nonviolent, or nonthreatening activity intended to express political views or to provide lawful

information to others.
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*" MISS.CODE.ANN.S. 97-45-15 (b) (iv) The person has been previously convicted of
violating this section or a substantially similar law of another state, a political subdivision of
another state, or of the United States.

%Rl GEN. LAW S. 11-52-4.2 (b) A second or subsequent conviction under
subsection (a) of this section shall be deemed a felony punishable by imprisonment for not more
than two (2) years, by a fine of not more than six thousand dollars ($6,000), or both.

*® WASH.REV.CODE.ANN. RCW 9.61.260 (3) Cyberstalking is a class C felony if
either of the following applies:

(a) The perpetrator has previously been convicted of the crime of harassment, as defined in
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RCW 9A.46.060, with the same victim or a member of the victim's family or household

* LA. REV. STAT. ANN. S. 40.3 (C) (2) Upon a second conviction occurring within
seven years of the prior conviction for cyberstalking, the offender shall be imprisoned for not
less than one hundred and eighty days and not more than three years, and may be fined not
more than five thousand dollars, or both.

* LA. REV. STAT. ANN. S. 14:40.3 C. (3) Upon a third or subsequent conviction
occurring within seven years of a prior conviction for stalking, the offender shall be imprisoned
for not less than two years and not more than five years and may be fined not more than five
thousand dollars, or both.

% 720 ILCS 5/12-7.5. (c) Sentence. Cyberstalking is a Class 4 felony. A second or

subsequent conviction for cyberstalking is a Class 3 felony.


http://apps.leg.wa.gov/RCW/default.aspx?cite=9A.46.060
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o MISS.CODE.ANN.S. 97-45-15 (b) If any of the following apply, the person is guilty of
a felony punishable by imprisonment for not more than five (5) years or a fine of not more than
Ten Thousand Dollars ($10,000.00), or both:

%8 MISS.CODE.ANN.S. 97-45-15 (b)(i) The offense is in violation of a restraining order
and the person has received actual notice of that restraining order or posting the message is in
violation of an injunction or preliminary injunction

* MISS.CODE.ANN.S. 97-45-15 (b) (ii) The offense is in violation of a condition of
probation, a condition of parole, a condition of pretrial release or a condition of release on bond
pending appeal.

" ORI GEN. LAW S. 11-52-4.3  (a) Whenever there is a restraining order or injunction
issued by a court of competent jurisdiction enjoining one person from harassing another person,
and the person so enjoined is convicted of the crime as set forth in section 11-52-4.2 for actions
against the person protected by the court order or injunction, he or she shall be guilty of a
felony which shall be punishable by imprisonment for not more than two (2) years, or by a fine

of not more than six thousand dollars ($6,000), or both.
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satfiumane  wiannganiandien 720 ILCS 5/12-7.5. (a)(2) “¥hlA

"'RI. GEN. LAW S. 11-52-4.3  (b) A second or subsequent conviction under
subsection (a) of this section shall be punishable by imprisonment for not more than five (5)
years, by a fine of not more than ten thousand dollars ($10,000), or both.

s WASH.REV.CODE.ANN. RCW 9.61.260 (3) Cyberstalking is a class C felony if
either of the following applies:

(a) The perpetrator has previously been convicted of the crime of harassment, as defined in
RCW 9A.46.060, with the same victim or a member of the victim's family or household or any
person specifically named in a no-contact order or no-harassment order in this or any other

state; or


http://apps.leg.wa.gov/RCW/default.aspx?cite=9A.46.060
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73 720 ILCS 5/12-7.5. (a) A person commits cyberstalking when he or she, knowingly
and without lawful justification, on at least 2 separate occasions, harasses another person
through the use of electronic communication and:

(1) at any time transmits a threat of immediate or future bodily harm, sexual assault,
confinement, or restraint and the threat is directed towards that person or a family member of
that person, or

(2) places that person or a family member of that person in reasonable apprehension of
immediate or future bodily harm, sexual assault, confinement, or restraint.

" WASH.REV.CODE.ANN. RCW 9.61.260 (2)(b) The perpetrator engages in the
behavior prohibited under subsection (1)(c) of this section by threatening to kill the person

threatened or any other person.
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"MISS.CODE.ANN.S. 97-45-15 (a) Except as provided herein, the person is guilty of
a felony punishable by imprisonment for not more than two (2) years or a fine of not more than
Five Thousand Dollars ($5,000.00), or both.
(b) If any of the following apply, the person is guilty of a felony punishable by imprisonment for
not more than five (5) years or a fine of not more than Ten Thousand Dollars ($10,000.00), or
both:
(i) The offense is in violation of a restraining order and the person has received actual notice of
that restraining order or posting the message is in violation of an injunction or preliminary
injunction.
(i) The offense is in violation of a condition of probation, a condition of parole, a condition of

pretrial release or a condition of release on bond pending appeal.
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* NC.GEN.STAT.ANN. 14-196.3 (c) Any offense under this section committed by
the use of electronic mail or electronic communication may be deemed to have been committed
where the electronic mail or electronic communication was originally sent, originally received in
this State, or first viewed by any person in this State.

" LA. REV. STAT. ANN. S. 40.3 D. Any offense under this Section committed by the
use of electronic mail or electronic communication may be deemed to have been committed
where the electronic mail or electronic communication was originally sent, originally received, or
originally viewed by any person

78 WASH.REV.CODE.ANN. RCW 9.61.260 (4) Any offense committed under this
section may be deemed to have been committed either at the place from which the

communication was made or at the place where the communication was received.
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(1) Restraining Personal Protective Order (ﬁ’]%%’mﬁﬁaﬁﬁm’mﬁwﬁufﬁ%
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(2) Stalking Personal Protection Order (z%m%'umﬁaﬁgnﬂnmu)
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i What is personal Protection Order ? Internet. http://www.msu.edu/safe/facts/ppo.htm.
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* California Penal Code S.646.9 (k) “The sentencing court also shall consider
issuing an order restraining the defendant from any contact with the victim, that may
be valid for up to 10 years, as determined by the court. It is the intent of the
Legislature that the length of any restraining order be based on the seriousness of
the facts before the court, the probability of future violations, and the safety of the

victim and his or her immediate family.”
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o California Penal Code S.646.9 (j) “if probation is granted , or the execution or
imposition of sentence is suspended, for any person convicted of this section , it shall
be condition of probation that the person participate in counseling, as designated by
the court. However, the court, upon a showing of good cause, may find that the
counseling requirement shall not be imposed.”

% Michigan 750.411h (3) “The court may place an individual convicted of
violating this section on probation for a term of not more than 5 years. If a term of
probation is order, the court may, in addition to any other lawful condition of
probation , order the defendant to do any of the following ; (a) Refrain from stalking
any individual during the term of probation.

(b) Refrain from having any contact with the victim of offense.
(c) Be evaluated to determine the need for psychiatric , psychological , or social
counseling and if , determined appropriate by court, to receive psychiatric , psychological

, or social counseling at his or her owm expense.”
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% California Penal Code S.646.9 (m) “The court shall consider whether the
defendant would benefit from treatment pursuant to Section 2684. Upon the certification
, the defendant shall be evaluated and transferred to the appropriate hospital for

treatment pursuant to Section 2684.”
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