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ABSTRACT

Nowadays, Copyright infringement on the internet is becoming widespread.
Still, there are many problems related to the accumulation traffic data, the most
important evidence, still has many problems. Thus, this dissertation mainly focus on
studying problems of preservation and accumulation of traffic data used as evidence
in case of copyright infringement on the internet focusing on the issues of
accumulation of traffic data includes the person who has duty to preservation traffic
data, means and period of preservation traffic data and means of accumulation
traffic data. The research process will be undertaken by studying literature review
and comparative law among Thai, American and European.

This research shows that problems of accumulation traffic data were occur
since Computer crime act B.E. 2550 which authorize an official under the act to call
traffic data from service provider if there is any reasonable cause to believe that a
violation of the act has occurred. Thus, the power to call data of the police officer,
who in charge of copyright infringement on the internet case, is restrict to only
general evidence. Besides, another problems of preservation of traffic data in
Thailand is that there is no a clear standard system of preservation traffic data as ISO
27001/2013 standard and COBIT 5 : system of management of computer data,
moreover, the period of traffic data storage is not conform with the copyright
infringement on the internet. From the result, this research suggested as following:

(1) Enact a copyright infringement on the internet to be one of perpetration
of an offence under computer crime act B.E. 2550.

(2) Extend the period of traffic data storage for at least 180 days from the

date on which the data is input into a computer system and restrict a compensation



to service provider for any loss or damages incurred if an official order to store data
longer than 180 days.
(3) Establish a new government organization to preservation traffic data in

order to use in national security case.

Keywords: Copyright on the Internet, Traffic Data, Preservation, Accumulation
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COBIT ihumnmedmiunisifuguanasnisuimsnsdnnisesdnsmsinuled
amm@mnaauL.Lazmmmxwmiaumm (Information Systems Audit and Control
Association: ISACA) I#ifmunAnduiu iieifussuumusuenudvietoyas q fesdng
Fosmsdmsumahluusultiieliesdnsinmsmugunislusumeluladansaumais uas
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dWnlawaziluldlilaedednnuluineeniuiulaeily leedinsiiluuszandldlagos
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naUszlovinazlssufummndsaaznsldnsnensiviliasusslovigega COBIT 5 14
nszvrumsfisdutmunuazdedoidedu q Aldaiuayunsaisnmeuizsionnmsld
loft nszimnesdnsilingUszasdiunndnaiu ssdnsanansauduusis COBIT 5 Tsimungfu
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sudnuledt” whiy uivefohasaunanasmeluladfifedondudunsngiiynauly
psAnsandudesqualtuiieafuduningdu q
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AsOUARUTITIDIANTEEATUIRT IfuAnTTIaynAuLasnnds ianielusazneluuen
fifetosiumsmhfuguatazmsuimsinnisansaumeanaglefiiiAeades

wannsi 3 Uszgndldnseumsaniuanuiiysannisdunilaien
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funpsgrunazuuUfURTATIAeToeiulefisuauann Faudaregailiuuamg
\AeafuAanssuveslefluduladnils COBIT 5 Wthuasgiunagnsauntsaiuaui
\Rentesdu 9 indeliaenndesiulunmsin Ssansaliidunseumsduiiunuiinsovey
wilensounsiiduaudy q dmsunmsifuguatazmsuimsdanislefissiuesdns

ndnns?i 4 BelWisuRTRuuvesdTdugring

msiuguatazmsuimsinnslefissiuesAnsiifiussansnmuazUssavsnades
TSR TRuUUedTldRansndesdusznouvany 9 e Fallufduiusaertu COBIT 5

seuianguuesladudenidatvayunisiissuumsmiuguaraznisusmsdnnisleriseau

1l oo ao ¢ a 1Y 3 a ) 3 v oy a .
dudianl 8300513, n1sWmuInagniniegsialugnagnsmaduladidaelatn 5 [Online], 1

NewA1AN 2557. Wi http://pumpkrub.blogspot.com/2013/02/5.html.
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Uaandevesmaluladansauma 3o 1msgiu ISO/IEC 9001: 2000 Fadunassmiiuiuly
3999939N53ANIANLABINITNFUAAAMYBITLUU (Quality Management Systems
Requirement) %39 IMIFIUVDY Information Technology Infrastructure Library (ITIL) %
Dusespuinidubesesnslivimssunaluladasaumaiiiaunm vie wasgu
Capability Maturity Model Integration (CMMI) %ﬂtﬁummigmﬁLﬁuﬁluﬁ"awmmsﬁwm
LaznAnTosNIITTnINW T2ulUeNATsIU Projects in Controlled Environments 2
(PRINCE2) Baifluanpsguiiiilubeswesnisuimsdanslassnsidussansam Wusu

a wa 1

Wesnnladadunseumsuuianivenlifufiivsiuindesniseslsdne (What to do) usihl

' (%
wa a 1 oY wa =

I5wazidunluwdvediznisujuRnazilugntu (How to do) Aetiugufumianisun
1INTPIU MUV URDY  WanteesuludiuvessvasiBeaiinizanasiulus e

#e9n15 b0

3.2 19sgIUN1sIAULaya 1ISO 27001: 2013
ISO (International Organization for Standardization) #389138n71 BIANITTLWIN
Uszinadenisunsgiu Wugiaulngfanvedlanvewnasgivanawuvadasle

FansgIuaINamruaanyslansdmTuaLA USNNS waensUJuRna ieYaeli

a [y

geaNssuiiusEansamuInTukarianun MINadudunuAssaulaniagdiglunis

o v i 2
atpgUassalunsAseninalsemeas

[V 7
1w =

lngaaAn1silagnnenaTuatis A.a. 1947 uazlaasaunnsgiuemng § waindi

[
a Y 1

19500 1nsguinseuaguiaies meluladuarssi dusauasefoduemsluouds
Fupeufinned TITIFUINASNTIN ULavaUN TN

UINIFIU (Standard)’

e lonansfidnrhiuannadiuiesiostu wasldsu ammufiureuainasdnadu

Junensuiumly wnansdnaninengssideviuimsjuiRnsednvauzianizuiananssy

? International Organization for Standardization, About ISO [Online], 5 May 2014a. Available
from http://www.iso.org/iso/home/about.htm.
> International Organization for Standardization, Standards [Online], 5 May 2014b. Available

from http://www.iso.org/iso/home/about.htm.
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vienaiiistuvesiansauiu 4 Weldundninaslldfuiluauduundide Tnesdliuss
femnudiSageaamudorimuaiingd
23ANTIEMINUsTIMATITIIAsgIUla i ruRIAsgIunsIanudeya 13l 1ISO/IEC
27001:2013 TnedisreaziBomiontiu svuuuimsianisaruiunsanszaumea (ISMS %5e
Information Security Management System) 91U2U 7 99 kA UIRINITNITIANITAIN
funsUaendudmsuaszauna (Control Objective and Control) $1uau 14 Fosedl
3.2.1 5EUUUSMSIANsAMSuAIUADASEE1SaUWA (ISMS %38 Information
Security Management System)
FormuavdniidesufRniulunisvenisusesmusnsgiu ISO/IEC 27001: 2013
U9 1 UTUNT0999ANT (Context of the Organization)
1.1) MsvAnunla9sAnsLas uUSUNUR9e9Ans (Understanding the
Organization and Its Context)
1.2) msfmuamuddulazmiumaniswesiiieades (Understanding
the Needs and Expectations of Interested Parties)
1.3) M3HMUATEUATBISEULUIMISANIsAasunsUaensansaumea
(Determining the Scope of the Information Security Management System)
1.4) SxUuUImsianisanusiunsUaenduansaune (Information Security
Management System)
U8 2 Aggi (Leadership)
2.1) aggtuazn1siinudfisy (Leadership and Commitment)
2.2) ulyune (Policy)
2.3) UnuWwThin S uRnveuwazsuantiil (Oreanizational Roles,
Responsibilities and Authorities)
29 3 ANTINUNY (Planning)
3.1) nsendunmsiiedanistuanudsauaslenia (Actions to Address
Risks and Opportunities) lW3guifsunnsnisiitmualifuannsnislu Annex A uae
avnaeuilifinasnisdelafiasagly
3.2) fnqusrasdiuausiunasn foasaumaLazuNUNITUIT]
fmqﬂizaﬂﬁ (Information Security Objectives and Plans to Achieve Them)
U8 4 nsatuayu (Support)

4.1) nswenns (Resources)
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4.2) aussaug (Competence)
4.3) NMTATNAUATERUN (Awareness)
4.4) nsdeanslimsu (Communication)
4.5) ansaunefiduatednuaidnys (Documented Information)
U9 5 N13ALHUN13 (Operation)
5.1) msmqLquﬁLﬁaaﬁaaﬁumsﬁwLﬁummazmimmu (Operational
Planning and Control)
5.2) nsUszdfiuanudssiuauiuaslasnduansaune (information
Security Risk Assessment)
5.3) Msean1siuAmNAsIsuAuiuRIUaenfuasawwA (Information
Security Risk Treatment)
U9 6 MIUszHUUTEANEAMLazUsEanSHa (Performance evaluation)
6.1) Msi1seiansinnanisiasigsiarnisuseidiu (Monitoring,
Measurement, Analysis and Evaluation)
6.2) NMsnsIUseliiunglu (Interal Audit)
6.3) MINUNIUVDIFUIMS (Management Review)
U8 7 N15U5UUTe (Improvement)
7.1) mnuldaenndeanaznisafiunsiily (Nonconformity and
Corrective Action)
7.2) msusuussegsdeiilos (Continual Improvement)
3.2.2 3RsMsMIsanIsaNiiuasUaandedmiuasaume (Control
Objectives and Controls)
1) Wlenganuiunslasndaansaumne (Information Security Policy)
1.1) figmnansusmsdanisanuiunslasnsuansaume

(Management Directions for Information Security) ingusasdiiieliiinsivundie

'
o

NMINSUIMITIANMSILazNsafuayuiuauliuasUaendvansaumAlagdonanediual
Fosnsngsiatazngmnelaysz vt taduiifeites

2) Tnssadremusiunsaonsuansaumea (Organization of Information
Security)

2.1) Insaien1eluesAns (Internal Organization)
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noUszasLie ltimsfvuanseunsuImsianslaededing
BudunazruaumsUitRnasmssdunsiumusiuasasndvansaumanieluosdng

2.2) gunsalpeuiiwesiuunnniuaznsufiRnuansseslng
(Mobile Devices and Teleworking) ’3’qu3zaqﬁlﬁa%’ﬂmmmﬁuﬂwaamffmaqmi
UfiRnuansseglnauazvainsldnugunsalneuiiamasiuunnm

3) mnusiunsUaonfodmsuninennsyana (Human Resource Security)

3.1) ApUN33N31L (Prior to Employment) JnguszasALitels
wﬁmmuazﬁﬁﬁwé@mﬁwL%’ﬁiﬂiumﬁwﬁﬂam%’uﬁmamaqmmaaLLasﬁm’mmmzaumu
UnUMYBIAULETlFS USRI TaN

3.2) 5¥1379N13979974 (During Employment) ﬁ’mqﬂizmﬁtﬁﬂﬁ
WﬁfﬂmuLLazQﬁﬁwé’mmﬁNmwﬁfﬂLLazﬂﬁﬁ’ammwﬁwﬁmm%’uﬁmaué’mmmﬁ’um
UADANEETHUNAYDINULDS

3.3) MsAuaAvsonIsiUABUNIT Y (Termination and Change
of Employment) fnquszasdiitedosiunausslemivesesinsdadudrunilsesnszuiunis
WasurSeAuaanisdiany

4) NMSUSMSINNIINSNEAU (Asset Management)

4.1) wihfinnuuRinseusensngau (Responsibility for Assets)
Ingusvasdliteliinisssynindauvesesdnsuazimuavihiianuiuiaveulunistestu
nindAuegraminzay

4.2) msdatunuduveansaume (Information Classification)

A 9w

ouszasdLiiel v saumealduseiunstestuiimnzalasasnndoaiuauddnyues
asaumetuiifdoasdng

4.3) msdansdeduiindeya (Media Handling) TaqusvasdLiio
doafunslamelnglilisueyginnsudsuntainisvudne msaunienisvinans
asaumAndniveguudetuiindeya

5) N3AIUANNISIINEN (Access Control)

5.1) ANUABINITNNTINIAMTUNNTATUANNITLUD (Business

Requirements of Access Control) nguszasdlilodninnmsiihisansaumauazgunsal

U52UaNaENTAULNA
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5.2) M3UTMIIANINTUR0elTa (User Access
Management) Saquszasdliterurumaindsesgldnuamedildsueygauasdesiu
nshdsszuusasusnistaglalasueyge

5.3) wihilausuiinveuvesildaiu (User Responsibilities)
noUszasd Wielifldnusinruiuiisveulunislosiuteyansfigavsmy
5.4) msmmmmsvﬁwﬁﬁzw (System and Application Access
Control) fnguszasdiitetosiumadnfeszuulnglaléfuoyan
6) Msinsviaveua (Cryptography)

6.1) 1msnsisadaya (Cryptographic Controls) Sngusvasd
wielitinsldmadhsiadeyaesnamnzauuas fnauas Josfumnudumsuasuudasmio
ANYNADIVBIANTAUNA

7) AuATUaenEN 1NN TNLAZEN TN INE B (Physical and

Environmental Security)

¥ [ 0
A a a v % £

7.1) Wunfinean1smssnwiauiuaslaensiy (Secure Areas)
npuszasdLitatesfunisidnimenenlagldlésuoygnrudemeuaznisunsnues
mManuiifideansaumanazgUnsalUszinanamsauNAveI0IAns

7.2) gunsal (Equipment) ’E’mqﬂszmﬁlﬁaﬂmﬁ’umiqﬁymami
demenisuluensonisiludunsadensndduaz Jestunisvgaszinsenisaniunuves
BIANT

8) pusupsUaensudmsunissiiiuay (Operations Security)

8.1) fumeumsuftRnuuazniniinusuiiaveu (Operational
Procedures and Responsibilities) Saquszasdiiteliinisyjuianuivgunsaisyanana
asaumaduluegagnieaaziunsasasde

8.2) mstUasiulusunsuliuszasad (Protection from Malware)

TaguszasrLiioliansaumeatargUnsalussinanaansaumalasunistesiuainlusunsuld

UszasAn

8.3) msd1sesdeya (Backup) Ianuszasdlitedosiunsgaymeves
LHG!

8.4) mstuiintayadionwaznisiihszds (Logging and Monitoring)
Tnqusvasdiitelsiinsiuiinmnnisaluas davimdng
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8.5) M3muauMsAnssaniusuuszUUlHUINS (Control of
operational Software) Yaguszasdtitelsiszuulsuinisiinisianuiigndes
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3.3.2 WUININFIANUTELATINVINADNNAADIVDY NSA

mvau NSA” Midundnnslunsdaiudeyania uns 702 vesnguane
Foreign Intelligence Surveillance Act %38 FISA FaAefunInsIvdeULay
Fafuteyatnnsesvesyniinanddslinuiaszvvuresansgoiinfiendueguon
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* National Security Agency, Mission [Online], 7 May 2014. Available from
http://www.nsa.gov/about/mission/index.shtml.

> Office of the Director of National Intelligence, Section 702 of the Foreign Intelligence
Surveillance Act [Online], 10 May 2014. Available from http://icontherecord.tumblr.com/topics
/section-702.

® Federation of American Scientists, Section 702 [Online], 12 May 2014. Available from
http://www.fas.org/irp/news/2013/06/nsa-sect702.pdf.
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" Office of the Director of National Intelligence, Section 702 of the Foreign Intelligence

Surveillance Act.
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W@W@ﬁafﬁi@Lgﬂ‘VlTEJUﬂaLLaSﬂ'ﬁLSU']ﬂ\Tﬂ'ﬁﬂu‘ﬁ'ﬁ’ﬁ@EJ@WEJ']U‘V]aﬂi']UV]'N@Léﬂ%i@ﬂﬂﬁﬂ@

® James Ball, “NSA stores metadata of millions of web users for up to a year, secret files
show”, Theguardian (November 30, 2013). [Online], Available from http://www.theguardian
.com/world/2013/sep/30/nsa-americans-metadata-year-documents.

’ Computer Crime and Intellectual Property Section, U.S. Department of Justice, Cyber

Crime Law of United States, (n.p.: N.P., 2006), 47.
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" Ibid, 60.
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3.8 Directive 2006/24/EC of the European Parliament and of the Council of 15
March 2006 on the retention of data generated or processed in connection with
the provision of publicly available electronic communications services or of
public communications networks and amending Directive 2002/58/EC (“Directive
2006/24/EC”)
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